KOWf'crs/Swi'fchesi Devices +hat fovward

packd's arriving on one link +o anothev ik

Propagation De)aq(laf“cmf/)
'Ewd to end  transmissioa time of one bit

E“A Host: A device attached to the netwerk
That seads or recetves packets.
= Ex: mobile phoue, laptop, ete.

Packc’rs‘.Bajs of bik witu:

® Header: info for network and nefwork stack
® to make decisions
Body ! Contains a Joad . For examgle,
dﬂ apf)licldWV\ hgz'ztgr,efc- i
-The aetwork deesn™® care about whats in
the pa‘ylaad

a file, /‘Maje,

>

~Dq>emls on the lcvxj% of the link,
- Limited bJ the Pmpagaﬁom speao{(qsq,a[ly 5'”“;%?,,9
- (-upacH'j :Dclayx Bandwidth
~Delay = Jeagth “of link
}j speed of hyM-
Hc?ﬂl’H— =handwidth

Pipe Dra\gm"m: Width= prop delay

Link State Routing
~Fach roater knows ifs owa link stafe
-State  of each link to s ne;jhlow
- Associated costs
O Router flosds its link state to all other vouters

® Each router [carms global nefuork topols
@Compmm shorfest path taemselves (wifh Dijkstas, efc)

Naming

Network name: which hest it s

Network adaress® where host > located

When gou move a server to a new bullding, its
name “dossnt chauge, bat its address does.

Transient Overload: Packets arvive taster

than  Yhe voater can sead ¥hem. Packcts form
a queue and the vreater~ sevds out ,aackcis "

thot order.

Distance Vector vs Link Stute

Link State
-Local Lomputation

-Usin lebal data (from
okl p\erg of the network

Distonce  Vector
- Global Lomputation (4d3Hibuted
acress all nodes

~Only local data(local node
plus whatever neUhma told

Network “Stack” Netwerking softwave on host
Replicates some router/switch fanctionality and
adXs some agditional Funchonality bctere ‘passing
bhe body of packets to the a,opl»‘cqiw‘om.ThB 3
the ne we'/kruJ code taside the OS.

Queving Dela
How long fhe packel waits 1o get trnswitted,
hew g i+ 78 in the queue.

*0Mj happens whea avrival mﬁ;#‘m;;ﬁfa‘m

TSP(Tnternet Service Provider) A petwork of
packet switches and links that provide network
nccess (Cemcas’r, ATT, Sonic)

ASes (Autonomous Systems) 16.«(;“‘05 of routers
wnder the same coatrol

“Usually each TSP has one AS, buf may have
maltiple Ases.
~Routers within the same AS will have info

Persistent Overlead
“Not eavugh capacity to hold ircoming packets
(even i t{uem_)—)pa,ckcf-_s wu‘yM— 737‘ A W)ea/.

- Solve by telimg seaders to slow down or upgrade
link.

Life of a Packef

Packet Delag = Transmrssion + Propagationt Rueying
Dela,#;

Lifecycle

®OSeader puts pwylﬂnd ) Iod-ck‘f, M.G(O”t':j headers

® Packet Fravels along a link.

about eachh other
Ping : Simple utilit that lets oke a
6 wem‘?{-e and 5&1 T mwl",%f h; and
see TF the sevver says hi back afd how lonyg
the regly took Vo Come back.

Lafency:Time between when a vequest is sent
ond when the resporse is heard

Traceroute : Tool +o Feace the route that
Packc-Ps take from gour computer to the
das%?m#aw,ﬁpcdﬁcalld lets gou sec the
vouters/switches thatYare t’iorwtwalmj gour
ackets. Takes ad‘/an’rage of somethiag called a
TL in the packet TP headen.

TTL: how many times a packet should be
forwarded before i+ s discarded.

Whea packets are dropped becanse of TTL expiricg)

roates sead back a message telling us. fou can
use The souvce of this ndtFfcation to rdenfef]

the routers along the packets pafh
Trateroute us*

OLateucy +o every step of the way
@Roodw r\amoa/)oca‘fims

® Stars 7 routers that 4rme out /JdeonF respend

ives

® Packet arvives af a ronter, routes forwards packet
-Might be queued or dropped

- Repeat watil packef s dvopped or weaches det
Round Trip Time (RTT): Time for a packet +o reach
Tts  destination and receive a respevise

RTT=2x Pr‘opaﬂaj ion Delay

Addressing
Re q uire meats:

D5calable Reuting
-Minimize state exchange needed to create
aths

@ Efficient Forwarding
~-Small forwarding tables
-Fast leokups

(® Host must be able o recognize packcl- s for tuem
-An end to ead check on Vouti
-L3: TP Addresses (J,yamrmllj assigued)

TP Address
Ex«mplpl.2®>

" —— ~ — 7 N
0000 (0001 ©ODDO 00ID DDOO 0010 DDDO DOOO
23 bits for network !F”::- 2:7:4
address address

To tell T an oddress s ™ a nefwowrk check if Fe
fit  [n bifs mateh the network  addresss first in bits,
Tn this Case /[a 7s 23.

This s called (lassless Tnter -Dowain Rouhmy (czor)
-FBasy t add new hests since forwarding table

doesnt need to be %’)a{nf‘f’x“

Tnfecnet +Hiinks tn terms of addvesses not
names.(1.2.34 wot ﬂeoﬁic.cam),vw lets gou look «
the address of oV website by Yname T+ » o (LT
tool +o query the Qoman Nawe Sevrvice (BNS).

dig rhrace shows the DNS lookup step by step. Lt
asks a root server, thea top level domain” sesvers,
then wmore servers wntil the TP was found.

Statrstical Maltiplexing
Users Can shave o vewter wilhout sglittiag vf
Since Fraffre Fends be bnfsb/

Lagars ™ Ofew 5va+cms Toterconnected (8ST) Mode)
L7: Application L] followed b

L6 Presentation ader
LS Session

L U Transpert > btysad delivery, velisbility, packet assembly,ete.
L3 Network - global delivesy
L2: Data Link »local delive
L1: Prysical > Pagsical trons

L
\7 ['\La%!l/‘

of bitc

Sockets - Endpoint for sem.d.My/ receiving data acress wnetwork
~Alews L7 Apps o work on dafa steeams (nof packets)
-0pen a socket petweea 4 sourxe and clest TP address,
'Types:&:/‘wr and Clrent

~Servers Iisten € clieabs 10 connect o taem
—Acept and Aispafeh conneciion
<Vswally many clieats at ouce
~Llieats inifTate new connecfions to servers,
~ Ex:Server—> bgrkgled‘ edu
(tieat = Your browse
- Seckets wse  waique TP:port parcs)
Ports are asseciated wity a seckef.
~Servers Jivten oa well known ports 3o
Clienk  know where to comnet. (I7eats
0lso have thed gwn port so reglies
come back o the r?7h+ process

Delags

Time for a Pw:_)q;-l— +o Fravel 'l’l'h/vm‘yh a wnetwork
depends on'!

O How much data and lrnk speeal—v+
@ Distance from the destination-—» Prapagaﬁgﬂﬂ
@ Traftic pattern—v Queulvw o{c]uj

rans mjé.?"om
al

Transmission Delay

How long it takes for all bits i the packet

to 36"’ on the wive,
-Time between firsk & last bifs enfe/*.‘vy

-Limited by bandwrdin 58 of bits you can
send  thrdugh a4 wir; er unit oY fime
= issi o Packet Size
Transmission Dclav o T

Reod-ivtg ~builds & path bockwards ( starting from dest)

FWWMMy uses that +o send packels tomards the dest.
Roater stores only the nect hop.

Distanee  Vector Rlqerithm

For each destination !

T4 you hear advetdement, vp
Sdest it pa table
~Advetied cost +Llost Mrphbe/ < best kuown tost
- hdverticement i from carveat next hop
Tcludes Poison advertisements.

- Advertise fo all youar neighbors when table updates

and Perhol?callj
~Bwt dent advertise back to the next hoy
-0 adverfise poison back to the wnext hop

date table & reset 7;71
[

-Ang costzl6 advertised as ®
-Cf a table eatry expires, make the eatry poisoa and
advertise ik

Toderdomain Rout nq. between autonomous s\ys’rcws

-Want 5.;a,|ab7lf+j ::Jc/w\ P°"‘d camp]?ach

Export 4 Selection

Fach AS makes two policy decisions:

@SG'&c‘fﬁnCawlgﬁnj} thsaéTr\ﬁ which revte +o use to
sead & packgt Fo a deStination.

@Experf{fnco'ming): whith neighbors qou el about gyour
roate, thesefore whose traffic you agree to carry.

Tm)&& of ASes !

O Stubronly seads)receives trofere for Tfs users
- companies, universities etec.
@ Transit: careies +ntfic for othes ASes

~Glebal Tsps(+erl), Raa tonal TSP trer 2), Local ISPs(fier 3)

- Al 15Ps are ASes,but not all ASes are 5P
—Two ASes will comect oaly T trey have o pusiness

relations hip
_ Provider A carvies castomer Be teaffic for o fee

- Peers A8 carry each others trufeic for free
~Peer relatioaships Lan be tyclic, tustomer -provider
relatioaships  must be agyeric.

Gateway Profocols
eBGP - Between berder routers in Aiffereaf ASes
~Learn abewt external roafes
iBGP - Botwoen border rowters aad other rowters
within a single
~ Learn which border router to ase b reach
externgl  destinations
IGP-Frofacol used for intmdowrain routing (osPe)
- shortest potu 1o ilernal pr  external destinarion

BGP Reoute Attributes
Attripates : Paranmeters used in route selection

Dlocal Attributes:
~ASes keep Fnem pr vate
~Not incladed tr eBOP route announce meats
-Bx:LOCAL_PREF

®Nonlocal Attributes
- propagated wit
- Ex: AS-PATH

Route Selection - Rule =»Trebreak —...

Highest LO(AL PREF —»shortest ASPATH -2 lowest 1GP cost to het hop =
lowest+ MED —» Swallest TP Ackdress of next hop reuters

@ eBGP routc announce meats




(oo -Rextord Provider — Custome v

Ales act like busnesses:

—Whea clheosing a roufe, prefer tine ones that
make qou misey, then ones +hat are free, thea
ones Hat cost money. Provider chooies 1 participate.

-When shaving reutes, only Low*ry Fratéic 7€ 3eﬁ~,~@
peid . Tell everyoae about roures to gour

castomers, bul aaly fell gour c(nstomers about
routes  $o peers and r:)ravTJ.c'rs.

TCP_Religbilit
TCP wses LWW\MIG+7V¢ ACKks . If o pack:l
wissiag, the ACK number stops advqwanj,
Hae loss. TCP detects 1oss 7a Fwo  woy
@ Timedut(LTO)
-Sender keeps one timer,
ot tne RTT plus its variance
-Each ACK for new dafn resels the fimers

-Lf +uc timer expires,the sender vebransmits the
oldest unAlKed faokaf,

«ij lrag

based on its estimate

TP -LY Protocol that turms LPs uaceliable packet

delivery Mato a veliuble commection.

Properties:

@BJ& Stream T apps send and receive conttauous stream
of bﬂﬂs.‘r(l" hand les splitting i b packets.

@ Bidirectional:Both sides can send at once

(® Reliable *Lost packets get retransmitted
@Tn-order:Bytes ave delivered in the order they were sent
even T packets arvive oat sf order.

TCP Header !

O Host port nambers —used for (de)mus Hiplextag

@ Sequence wwmber ~byy e offset of the packefs
firck data byte.

@Acknouledyemdﬂ{' number - next byte fhe
receiver ‘expects

@ Header Length - heades size,s0 the receives
knows where the data starts

@F( 5~ connection control(SYN start, AC K, PN close,
RST abort

@Aducr{-ised Window —hew much +he receiver can
accept (Flow coatrod

@ Cinecksam - detechs corruption

® Vrgent —man ks urgeat Aata (Carely wsed)

@ Optioms - opf-?ona[ extras (assame vone)

- Downside s Mt i e RTO 7w tvo loag, the
Sender sits Tdle for a white beforc res€cding.

@Duplicah’ ACKs (fuster wa

-Ex: pawkef- 3000 alroppeja)l, but 4600, €000, 6000 all
arrive
- Eachh one makes fhe recoiver repeat ACK 3000,
since its missag byte 3000

Nﬂefeam ACKs s e same number 57\7"",

o loss or reordering, so the sendes caw
retransmit rfﬂl# dway without waifiag for tae
Fimer.

BLP
-Geoo\s
~ Scal oty rieccol 0S¢ e
~pfivoey
- OWTONTNY
Cjoo“?x%&bra %\95
SO (NONLX 16 GPos
- don 4 Wot e

TN o\ f5es TWobs (oo -Pesty
~Con oM eSS 2 Convel
*\ond pois (A5 W podhitipewd
o TN AN
novy " N —— (\'b \)o\\ujs,(\o 'L*‘P’W\)\
Y ooves ol Swole Deodzes

e
SOMRON S p()xz)'\(\ab\’v

eBGP vs. iBGP
eBGP : porder ronters in different ASes exchange
" routes

iBGP: border routers shace external roates with
routers inside their own AS. Needs N-8 sessiows

(N routers, B border routers).
To reach an exterwal destination:BaP picks the

L ongest Prefix mafc[ain_c/
T¢ o dest makhes several ranges pick
loagest pre€ix. Ext 429..2 matches 4.0.0. 0/% and

Y.29,0.0/1b . Tmplemeated w/ tries. O(1) Ruatime since
Yhere are 32 wodes me,Loﬂﬂesf pretix to
exteraal network s 2Y.

key | Vaiwe | Built by
)

o Y CD{,\

1. 3 plane
100 Y

Longest pretin of
12100 = default.

egress border renter, thea the 1GP 3&5 Jou there,

LOCAL_PREF

-Set border roaters when ﬁ"cfj
messaves. THs never seat over eBGP
the Ag.

- BEacodes Gao-Rexford :castomes coute 7 peer route >prz\x;!:<r

sead iBaF
o 7t s Pl"ft/qfﬁ f

Store and Porward and Queving

x = brans mission delay, 2= propag ation delay per Link
—A vouter must receive the whole packet before
Forwarolrnj it,s0 each hop costs x12.

~Path fhrowjh one realer with so queue Zx12e

<With 0 packers queued at the routes, gour packet
finishes arrivia at x+z and the queue needls
n-x 1o draia. Tofal = max(xtz, n-x)+x + 2

TCe S@mcm‘s

TCP/ 1P Packet: (P Packet with TCP header
and TCP data inside.

Stee |imits: Frugmeatation 7€ Po\okof'

~1P packet: Maximam transmission wnit (MTV)
~TCP Segme/ﬁir’lmx:mwvw seow»e/ﬁ size (MgS)

MSs=MTU -(TP Header) - (TCP Header)

srze>MTO

Limit MTV bytes

Limit MSS 8ytes

| \P Header

TLP H-awier| TCe f’a;leo\dCSC'(/mcer

Boubes Do
SHNCVove 1 Speed o o ool
“vov/osion Yoo sess on Alne cale

Ploces
- Dovo~
~\oco)| mormsion (JUwM%\m%\
0SS Dnescole

- Clonrcol
T prefoins wubne, ooteets
T Seeond e Seale

- N\m«\o\gw\em

“Hou el br NV Wl oy

- Seconds | winutes P stole

~ gegion oot Yo ks

“Newmotin Wodtie s ‘oa\wj) @k oo eodn Wk

“No wait i¥ n-x sxt2,50 He max gueue that causes

no delay s (x+2/k)

Link State

-Hello couat = Zx(ﬁ router - router links). Each
roufer says hello +o cach neighbor;host linfes
dont couat.

—Loopﬁ l/lap,oem when vouters have incousisteat
{-ppolajy views (Ex: a dropped advertisement)

~ Pertodic re-adveriisement fixes stale views

—Routers never change their tables becanse of user
paCkcis,'-}hcy just keep forwardiag
Traceroute (Ex: 3593y)

-Sends LDP probes with TTL=|,2,3 ... to a high' port
~The router where TTL hits O replies wif

1P Payload

Three Way Handshake

How TCP sets up @ connection. Each srde

Shaves s starting state(initial sequeice namber,

receve window, o) and confirms T+ got the
P 7

others.

Topes 6% Robrolr
SO0 Send e dsly-
- %bn,so\r&‘w’\% e Vogks op WAt pect s Nerwend pockey
=& oot o % e o0 ARY W Co, Send Meare Vo S
- oMo\ Poare Ve nerdes Yor (ouket
Sex o8\ Fouting, SrTvoco\s
- osrdive S Sends o corohes Nor PloCessingy
-Pu0% - pockeRS iotendesd dof 0. Lot U @aiNe o, processing
R PoCE T Voo epred serd oadk 200
'§omwd\05 dp “Puete” o convries Yor proceseing

JCMP Time Exceeded,source = the destinations IP.
~The JCMP reply pagloacl is the origial 1P neader plus
the First 8 bytes, s the UDP ports appear i tha v‘c’a}J

-Replics are forwavded via tub) iginal sccd. A e
3cfv€mhnj replies hand Jes fh:‘{ewz:;ckg‘sj asr;;:n?- traffoe.
End to end principle <ays that valy end hosts
alone  ave sufficient to guardntee reliahility.

rent -3 server) tWant o connect, sequencc Hs
DY (etreat »served) s pn, 12 capmeck, seq
@ SYN-ACk (server >clieat): Gof 7t (ACK Mt

Hs start at
@ ACK (client =server) s Got i+ (ACK N+)).This packetr

coan Ca data.
ter both sides are ESTABLISHED and

/lﬁvta %‘éeli. e'L”'ﬁ ACKs ave +| because a S%N aeii‘?s
as ©ne byte ofF sequeace Spacc.

3, Scquence

Sequence Hs start at a vardom value 50 stra
packets from an old connection on tae same

ports dent geb mistuken for new daby,and so
attackers cant easily guess them to wject fake
packets. Each side picks its bwn 50 H“”j have

to fel cach ofher vrf SN and SYN-AcCk.

Forwardine, Pipalines
D) receve pockes Yeom sinee SUGVRMS
-PrN (L) dec odel 1o 1o O
-MAC (L2) eps
2) Preess Pockex,
- polse podieel \rodels
Sleok P N \(\09 i%e) ‘\mAe\&c\'\(\c:) Tode
-updeve e o'
~dec T\ jupdete c\nu\isum\%m%mm‘c podzey
D)Send pockey onuwedd
“Flonc e oS E;ck 0 o oonel Vo

Teardowns :
TCP Comnections end 1a one of fwd ways:
©® Noraal deowup{ way Nandshake) : each dircefior

Ts closed 54/‘"‘0«*‘3\7*
@ Clrent sends FIN to s7\7nal dove geuding

® Server Alke it Server can keep sending data.
© Whea tne server is donc,it seads TH own

PIN.
@Llfwﬁ AlKs and comnection > closed

® Reset(RST):An abrapt teardown when something %
wrma,mos# commonly a SYN seat to a part
no@edj s t':sf'cmay on. One side seqts KST and

the conacckinng Aies Tmmeo\,rafelj,

#Formording Yoope oot (0 orduvaase

R St
L

Wardwase Fu/u/wdr:, Cwip Fa&f;c

Soltie wvercenneet Now hnives Yeosivores 2y Yooy

TPV oddresses e 32 o> T eNe
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